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DEPARTMENT OF DEFENSE 
(DoD 8570.1) ENDORSED 

“The	
  course	
  was	
  very	
  informa8ve	
  	
  
and	
  provided	
  a	
  sound	
  base	
  upon	
  	
  
which	
  to	
  build	
  many	
  other	
  cer8fica8ons	
  	
  
and	
  skills.	
  	
  I	
  will	
  personally	
  be	
  recommending	
  	
  
that	
  this	
  course	
  be	
  mandatory	
  for	
  all	
  	
  
personnel	
  within	
  our	
  cyber	
  	
  
threat	
  sec8on.	
  
 
- DoD Participant 
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CyberWar	
  –	
  A	
  New	
  Mindset	
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Bubonic Plague – Black Death 
Es@mated	
  30–60%	
  of	
  the	
  European	
  

popula@on	
  was	
  killed	
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Pl
ag
ue

	
  T
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e	
   Quaran@ne	
  	
  

Hygiene	
  	
  

Vaccine	
  

2000	
  years	
  to	
  solve	
  
the	
  problem?	
  

200	
  years	
  to	
  
reach	
  popula@on	
  

pre-­‐plague	
  

224	
  BC	
  

+1500	
  years	
  

1796	
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1 3 2 

!   The	
  reduc@on	
  of	
  
prevalence	
  of	
  a	
  disease	
  in	
  
a	
  defined	
  area	
  to	
  zero	
  or	
  
the	
  reduc@on	
  of	
  global	
  
prevalence	
  to	
  a	
  negligible	
  
amount,	
  e.g.	
  Poliomyeli@s	
  
and	
  measles	
  

!   The	
  permanent	
  
reduc@on	
  of	
  the	
  
worldwide	
  
prevalence	
  of	
  a	
  
disease	
  to	
  zero,	
  e.g.	
  
Smallpox	
  	
  

!   The	
  reduc@on	
  in	
  the	
  
incidence,	
  prevalence,	
  
morbidity	
  or	
  mortality	
  
of	
  an	
  infec@ous	
  
disease	
  to	
  a	
  locally	
  
acceptable	
  level	
  

Elimination Erradication Control 

Elimination vs. Erradication vs. Control 
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  Adacks	
  Incidents	
  Reported	
  By	
  Federal	
  Agencies	
   2006-­‐2012	
  :	
  +782%	
  

Cumula@ve	
  Mobile	
  Android	
  Malware,	
  2010	
  to	
  2012	
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2009	
   2010	
   2011	
   2012	
  

!  March	
  2009	
  
!  Large-­‐scale	
  Cyber	
  spying	
  

opera@on	
   !  June	
  2010	
  

Hydraq	
  

Ghostnet	
  

Stuxnet	
  

!  January	
  2010	
  
!  Opera@on	
  “Aurora”	
  

RSA	
  Adacks	
  

Nitro	
  Adacks	
  
!  July-­‐October	
  2011	
  
!  Against	
  Chemical	
  Industry	
  

Sykipot/Taidoor	
  Adacks	
  

!  Targe@ng	
  Defense	
  Industry	
  	
  
and	
  Governments	
  

Flamer	
  and	
  Gauss	
  
!  May	
  2012-­‐Aug	
  2012	
  
!  Highly	
  Sophis@cated	
  Threat	
  
!  Targets	
  Middle	
  East	
  

Elderwood	
  Project	
  
!  September	
  2012	
  
!  Main	
  Target:	
  Defense	
  
!  Same	
  group	
  iden@fied	
  using	
  

Hydraq(Aurora)	
  in	
  2009	
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The Massive 
Attacks 

h1p://www.theregister.co.uk	
  

h1p://www.bbc.co.uk	
  



Unravel	
  the	
  Enigma	
  of	
  Insecurity	
  

The Massive Attacks 

h1p://news.cnet.com	
  

h1p://www.mercurynews.com	
  

Infec@ng	
  MAC	
  Computers	
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Chinese hackers steal U.S. weapons 
systems designs, report says 

This	
  image	
  provided	
  by	
  the	
  US	
  Navy	
  shows	
  a	
  modified	
  Standard	
  Missile	
  2	
  interceptor	
  	
  
is	
  launched	
  in	
  2008	
  from	
  the	
  guided-­‐missile	
  cruiser	
  USS	
  Lake	
  Erie	
  during	
  a	
  test.	
  A	
  new	
  
report	
  says	
  Chinese	
  hackers	
  have	
  stolen	
  designs	
  for	
  several	
  U.S.	
  weapons	
  systems.	
  

By	
  Terril	
  Yue	
  Jones,	
  Bill	
  Tro0	
  and	
  
Rob	
  Taylor,	
  Reuters	
  
Chinese	
  hackers	
  have	
  gained	
  
access	
  to	
  designs	
  of	
  more	
  than	
  
two	
  dozen	
  major	
  U.S.	
  weapons	
  
systems,	
  a	
  U.S.	
  report	
  said	
  on	
  
Monday,	
  as	
  Australian	
  media	
  said	
  
Chinese	
  hackers	
  had	
  stolen	
  the	
  
blueprints	
  for	
  Australia's	
  new	
  spy	
  
headquarters.	
  	
  
Ci8ng	
  a	
  report	
  prepared	
  for	
  the	
  
Defense	
  Department	
  by	
  the	
  
Defense	
  Science	
  Board,	
  the	
  
Washington	
  Post	
  said	
  the	
  
compromised	
  U.S.	
  designs	
  included	
  
those	
  for	
  combat	
  aircraX	
  and	
  ships,	
  
as	
  well	
  as	
  missile	
  defenses	
  vital	
  for	
  
Europe,	
  Asia	
  and	
  the	
  Gulf.	
  	
  

h1p://usnews.nbcnews.com	
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An Analogy: WE ARE LOSING THE FIGHT ! 

Spread	
  of	
  Diseases	
  

Spread	
  of	
  Cyber	
  Threats	
  

Time	
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Cyber Plague 
You	
  are	
  in	
  IT	
  !!!!!!!	
  

Large	
  Giants	
  being	
  taken	
  out	
  with	
  hacks	
  
invented	
  a	
  long	
  @me	
  ago	
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Vulnerable	
  Code	
  (Non-­‐Parameterized	
  stored	
  procedure)	
  

Secure	
  Code	
  (Parameterized	
  stored	
  procedure)	
  

1:	
  	
   Try 

2:	
  	
  
Dim command As SqlCommand = new 
SqlCommand("sp_getAccountBalance(CustomerName.Text)", connection); 

3:	
  	
   Dim reader As SqlDataReader = command.ExecuteReader();  
4:	
  	
   Catch se As SqlException  
5:	
  	
   ‘ error handling  
6:	
  	
   End Try  

1:	
  	
   Try Dim command As SqlCommand = new SqlCommand("sp_getAccountBalance", connection); 
2:	
  	
   command.CommandType = CommandType.StoredProcedure;   
3:	
  	
   command.Parameters.Add(new SqlParameter("@CustomerName", CustomerName.Text));  
4:	
  	
   Dim reader As SqlDataReader = command.ExecuteReader();  
5:	
  	
   Catch se As SqlException  
6:	
  	
   ‘ error handling  
7:	
   End Try 

Vulnerable	
  to	
  
SQL	
  injec@on	
  
adack	
  

This	
  parameterized	
  
stored	
  procedure	
  
approach	
  helps	
  in	
  

preven@ng	
  SQL	
  
injec@on	
  adacks	
  	
  

Wrong Code vs. Correct Attack 
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Type’s of Vaccine 

ACTIVE	
  IMMUNIZATION	
  
Measles,	
  Mumps,	
  Yellow	
  Fever,	
  Rotavirus	
   Ethical	
  Hacker	
  (An@gen	
  and	
  An@body)	
  

PASSIVE	
  IMMUNIZATION	
  
	
  	
  	
  	
  	
  	
  	
  	
  Tetanus	
  

Secure	
  Code	
  (An@body)	
  
Immunological	
  Memory	
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A	
  review	
  of	
  
curricula	
  globally	
  
on	
  secure	
  coding	
  

The Problem 
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Secure Coding Education: Are We Making 
Progress?  

-  Proceedings of the 16th Colloquium for Information Systems Security Education. 2012  

While current computer science (CS) programs are adept at 
teaching programming skills including exposing students to 
languages commonly used in industry, the focus is often on “making 
programs work”. Students are typically given an assignment with a 
set of functional goals such as to create a program that reads 
records from a file, and then performs some calculation based on 
the values retrieved. In such cases little consideration is given to 
secure programming issues, and as such students do not learn how 
to write programs that would be resilient to accidentally or 
maliciously malformed input in real world conditions.  
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World's Best Universities 

No	
  Comprehensive	
  
Secure	
  Coding	
  Program	
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The Point 

The	
  Vaccine	
  

Secure	
  Coding	
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Manufacturing 
the Panacea 
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EC-Council Code |Uncode 
Researching India 

1	
  

2	
  

All	
  India	
  Secure	
  Coding	
  
Compe@@on	
  2013	
  

Across	
  Universi@es	
  All	
  
Over	
  India	
  

Preliminary,	
  Semi	
  Finals,	
  and	
  
Final	
  

We	
  want	
  HOD	
  across	
  
Universi@es	
  to	
  be	
  part	
  of	
  it	
  

3	
  

4	
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Code Uncode Partnerships 
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The 
Process 
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The Result!!! 
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Lessons Learnt 
All India – Skill Level Analysis 

India’s talent pipeline in Secure 
Coding skills emerges at its weakest 
with just under a percentage of student 
population in engineering equipped with 
basic skills in Secure Coding  

In	
  Demand	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Employable	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Not	
  Employable	
  

0.97% 

12.74% 

86.29% 
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Lessons Learnt – Identifying the Gaps 
Performance	
  of	
  the	
  candidates	
  in	
  individual	
  skill	
  categories	
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Identifying the Gaps – What Does It Mean? 
Improper	
  handling	
  of	
  errors	
  and	
  excep@on	
  makes	
  you	
  vulnerable	
  to:	
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!   Disclosure	
  of	
  sensi8ve	
  informa8on	
   !   Denial-­‐of-­‐service	
  a^acks	
  

Error 
Handling 

skill area – 
74.86 

percent 
candidates 
failed the 

test 
74
.8
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25
.1
4%
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Cybercrooks Use DDoS Attacks to Mask 
theft of Banks' Millions 

Distributed	
   denial	
   of	
   service	
   a^acks	
   have	
   been	
   used	
   to	
   divert	
   security	
  
personnel	
  a^en8on	
  while	
  millions	
  of	
  dollars	
  were	
  stolen	
   from	
  
banks,	
  according	
  to	
  a	
  security	
  researcher.	
  
At	
  least	
  three	
  US	
  banks	
  in	
  recent	
  months	
  have	
  been	
  plundered	
  by	
  fraudulent	
  
wire	
   transfers	
  while	
  hackers	
  deployed	
  "low	
  powered"	
  DDoS	
  adacks	
   to	
  
mask	
   their	
   theX,	
   Avivah	
   Litan,	
   an	
   analyst	
   at	
   research	
   firm	
   Gartner,	
   told	
  
SCMagazine.com.	
  She	
  declined	
  to	
  name	
  the	
  ins8tu8ons	
  affected	
  but	
  said	
  the	
  
a^acks	
   appeared	
   unrelated	
   to	
   the	
   wave	
   of	
   DDoS	
   a^acks	
   last	
   winter	
   and	
  
spring	
  that	
  took	
  down	
  Web	
  sites	
  belonging	
  to	
  JP	
  Morgan	
  ,	
  Wells	
  Fargo,	
  Bank	
  
of	
  America,	
  Chase,	
  Ci8group,	
  HSBC,	
  and	
  others.	
  

h1p://news.cnet.com	
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DoS/DDoS attack due 
to Improper Exception 
Error handling and 
Poor Input Validation 
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Fail%	
  

Pass%	
  

Identifying the Gaps – What Does It Mean? 
Insecure	
  file	
  handling	
  makes	
  you	
  vulnerable	
  to:	
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!   Malicious	
  file	
  Inclusion;	
  malware	
  distribu8on	
   ! DoS/DDoS	
  a^acks	
  

File 
Handling 

skill area – 
73.42 

percent 
candidates 
failed the 

test 
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Sensitive Information Disclosure due 
to Insecure Data Storage  
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Fail%	
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Identifying the Gaps – What Does It Mean? 
Improper	
  authen@ca@on	
  and	
  authoriza@on	
  makes	
  you	
  vulnerable	
  to:	
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!   Creden8al	
  theX	
   !   Eavesdropping	
  

Authentication 
and 

authorization 
skill area – 

71.86  
percent 

candidates 
failed the test 

!   Brute-­‐force	
  and	
  dic8onary	
  a^acks	
   !   M-­‐I-­‐T-­‐M	
  a^ack	
  
!   Account	
  hijacking	
   !   Informa8on	
  leakage	
   !   Disclosure	
  of	
  confiden8al	
  data	
   !   Privilege	
  escala8on	
  

!   Data	
  tampering	
  

!   Luring	
  a^acks	
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Man-in-the-Middle(MITM) attack due to poor Implementation 
of  Authentication and Authorization mechanism 
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Fail%	
  

Pass%	
  

Identifying the Gaps – What Does It Mean? 
Improper	
  input	
  valida@on	
  makes	
  you	
  vulnerable	
  to:	
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!   Buffer	
  overflow	
   !   Cross-­‐site	
  request	
  forgery	
  

Input validation 
skill area – 

71.04  
percent 

candidates 
failed the test 

!   Query	
  string	
  manipula8on	
   !   Unvalidated	
  Redirect	
  
!   SQL	
  injec8on	
   !   Cookie	
  manipula8on	
   !   HTTP	
  header	
  manipula8on	
   !   Cross-­‐site	
  scrip8ng	
  

!   Canonicaliza8on	
  a^acks	
  

!   Form	
  field	
  manipula8on	
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Unvalidated Redirect/Website 
Defacement attack due to Poor 
Input Validation 

Website Defacement attack 
due to Poor Input Validation 
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Category Adacks 

Poor	
  Input	
  and	
  Data	
  Valida@on 
!  Buffer	
  overflow	
  
!  Cross-­‐site	
  scrip8ng	
  
!  SQL	
  injec8on 

!  Cross-­‐site	
  request	
  forgery	
  
!  Canonicaliza8on	
  a^acks	
  
!  Query	
  string	
  manipula8on 

!  Form	
  field	
  manipula8on	
  
!  Cookie	
  manipula8on	
  
!  HTTP	
  header	
  manipula8on 

Poor	
  Authen@ca@on	
  and	
  
Authoriza@on	
  Mechanism 

!  Creden8al	
  theX	
  
!  Eavesdropping	
  
!  Privilege	
  escala8on	
  

!  Brute-­‐force	
  and	
  dic8onary	
  a^acks	
  
!  Man-­‐in-­‐the-­‐Middle	
  a^ack	
  
!  Disclosure	
  of	
  confiden8al	
  data 

!  Account	
  hijacking	
  
!  Informa8on	
  leakage	
  
!  Data	
  tampering 

Insecure	
  Data	
  Storage !  Accessing	
  sensi8ve	
  data	
  in	
  storage	
  and	
  
memory !  Data	
  tampering !  Network	
  eavesdropping 

Poor	
  Session	
  Management !  Session	
  hijacking !  Man-­‐in-­‐middle	
  a^acks !  Session	
  replay 

Insecure	
  Excep@on	
  and	
  Error	
  
Handling 

!  Disclosure	
  of	
  sensi8ve	
  informa8on !  Denial-­‐of-­‐service	
  a^acks 

Poor	
  Configura@on	
  Management !  Illegal	
  access	
  to	
  administra8on	
  Interfaces !  Illegal	
  access	
  to	
  configura8on	
  stores !  TheX	
  of	
  clear	
  text	
  configura8on	
  
secrets 

Weak	
  Cryptography !  Loss	
  of	
  decryp8on	
  keys !  WEP	
  Encryp8on	
  cracking 

Improper	
  Audi@ng	
  and	
  Logging !  Denial	
  of	
  performing	
  an	
  opera8on	
  	
  
by	
  user 

!  Exploita8on	
  of	
  an	
  applica8on	
  by	
  an	
  
a^acker	
  without	
  trace 

!  Covering	
  tracks	
  

Improper	
  File	
  Handling !  Malicious	
  file	
  Inclusion ! DoS/DDoS	
  a^acks 

Why the Gap is Dangerous – A Summary 
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What EC-Council is Doing to Fill the Gap 

ECSP – The Vaccine 

ECSP - C/C++ 
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