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Conceptos clave

Concretizacion VS. Virtualizacion

Cerca del SW -> HW Cerca del HW ->SW

- Costo reducidos + Flexibilidad

+ Eficiencia energética + Nvas. funcionalidades

Mejor desempeino
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2. SDN
(Software Defined Networking)



¢ Qué es SDN ?

e Separacion de los planos de Control y de Datos.

e Centralizar el control de la red con esta separacion
(centralizada o distribuidamente).

* Permite tener redes mas “elasticas” al hacerlas
programables.
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Controladores SDN de Codigo Abierto
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OMNMOs

Open Network Operating System
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Floodlight
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Algunos recursos de SDN

Mininet

An Instant Virtual Network on your Laptop (or other PC)

hosts

.- controllers
> sudo mn # /\ switches




Algunos recursos de SDN
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¢ Beneficios de SDN ?

Ancho de Banda bajo demanda vy flexible.
Creacion de servicios nuevos.
Minimizacion del uso de recursos de red.
Optimizacion de rutas.

Prioritizacion de trafico.

Seguridad contra DDoS.

Programabilidad de la red.

No depende de algun hardware especifico.




Resultados encuesta sobre SDN

What Is SDN?
23%

Significant Production

Thinking About It

Deployment 50,

3%

Evaluating in
Nonproduction
18%
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Barreras para SDN

Implementaciones de SDN independientes de los
vendedores ?

Burocracia y resistencia cultural.

Integracion con un ambiente existente.

La inmadurez de la tecnologia de SDN 2.




Algunos documentos

en la IETF
e RFCs:

— 7426 “Software-Defined Networking (SDN): Layers
and Architecture Terminology”

— 7409 “Forwarding and Control Element Separation
(ForCES) Packet Parallelization”

— 7408 “Forwarding and Control Element Separation

(ForCES) Model Extension”
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Algunos documentos

en la IETF
e RFCs:

— 7149 “Software-Defined Networking: A Perspective
from within a Service Provider Environment”

— 5810 “Forwarding and Control Element Separation
(ForCES) Protocol Specification”

— 5812 “Forwarding and Control Element Separation
(ForCES) Forwarding Element Model”
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Algunos temas actuales
en la IETF

 |[ETF ForCES Logical Function Block (LFB) Subsidiary
Management draft-ietf-forces-Ifb-subsidiary-management-02

e |PVv6 Considerations  for Network Function
Virtualization (NFV) draft-chen-v6ops-nfv-ipv6-00
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Algunos temas actuales
en la IETF

* Drafts:
— |Pv4/IPv6 Transition Practice in OpenStack

— SIIT-DC: Stateless IP/ICMP Translation for IPv6 Data
Centre Environments

— SHT-DC: Dual Translation Mode




 Drafts:

— Routing Optimization with SDN.

— Software Defined Network based General Mobility
Management Framework.

— SDN Middle Box for Data Centers.

— Address Resolution Delay Metric in Software-Defined
Networking (SDN).

— Impact of Virtualization and SDN on Emerging
Network Coding




 Drafts:

— Requirements for Security Services based on
Software-Defined Networking.

— MPLS-Based Hierarchical SDN for Hyper-Scale
DC/Cloud.

— Cooperating Layered Architecture for SDN.

— Benchmarking Methodology for SDN Controller
Performance.

— Software-Defined  Networking and  Network

Functions Virtualization Securit Architecture.?q
&




Aplicaciones con SDN

e Servicios bajo demanda (SoD):
— Ancho de Banda (Bandwidth on-demand)
— Recursos de cOmputo (procesamiento, memoria)
— Flujo de Datos
— Streamming / VC, Tx. masiva de datos (Big Data)

e Servicios de seguridad:
— Firewall
— VPN
— |IPSec

— Establecimiento de politicas y reglas para evitar:
e DoS/ DDoS/ IP Spoofing
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Aplicaciones con SDN

 Proveedores de Servicios:
— Gestion de trafico
— Ajuste dinamico del flujo de trafico
— Monitoreo de la red
— Abstraccion la red

— Gestidn de servicios (politicas / interoperabilidad de multiples
proveedores)

— Balanceo de carga
— Servicio de NAT

— SDN IP

— Aplicando ONOS
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Beijing Internet Institute (Bll), China.
Criterion Network Labs, Bangalore, India.

Indiana Center for Network Translational Research
and Education (INCNTRE), Indianapolis, Indiana, EUA.

Network Benchmarking Lab (NBL) at National Chiao
Tung University, Taiwan.

Telecommunication Technology Labs (CTTL), (CATR),
Beijing, China.

University of New Hampshire InterOperability Lab

(UNH-IOL), Durham shire, EUA. =
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Otras entidades de Interoperabilidad
de SDN

e Global SDN Test Center, China.

SPDNCOTCO
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e 2014 PlugFest Fall

s i % F i [ i o |
= \ i N -y : 2 - o
. F o P e, TR g
- 8 ey - ed ) N a2
A i #
1 = s B ey £ L 5 R al
bR p e e ™ !
e ol = - L g N
% p L A A -
- - e
=5 5 &
g i ~
i
i
I

DCN  [EHNE ~

INpamATION semace

\\@

> - OpenFlow Conformance Test
— @I‘

) X 7‘?
i\ .

H3Cc % [xia Picrg

OPEN NETWORKY, G

xNet ZTEwh}

SPIRENT.

nnnnnnnnnnnnn




Otras entidades de promocion
de SDN

“China SDN Commission”. Desde 2012.
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e Open Networking Lab (ON.Lab) de las Universidades
de Stanford y UC Berkeley, EUA

ON.LAB ornos

Open Network Operating System

Metwork OS5 Metiork Wirtualization Platform Instant “irtual Metwark Metwork Functions as a service
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Laboratorio de investigacion SDN

e Ruta de desarrollo ONOS.

Founded - 2012 ONOS Prototype 1- 2013 ONOS Prototype 2- 2013

ON.LAB

ONOS VERSION 1- OPEN SOURCED ON DEC 5'", 2014
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Equipos para pruebas de SDN

SPIRENT

DATA CENTER 1 DATA CENTER 2
Application 1 Application 2 Application 1 Application 2

3rd Party Autamation Tools @ vmware: openstack

CLAUD SOFTWALE

Test Automation

Virtual Infrastructure Testing

1/10/40/100G Line Rate Network,
Storage, Application & Security Testing

Overlay Scenario
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3. NFV
(Network Functions Virtualisation)




MITOS de SDN
Mito: SDN = NFV

Realidad: Son complementarios pero no
dependientes

SDN = OpenFlow
No es asi

Puede usarse otro protocolo
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¢ Qué es NFV?

Network Functions Virtualization (NFV) desacopla los
servicios de red del HW.

Funciones como NAT, filtrado, deteccion de intrusos y DNS
se pueden implementar en SW.

Término definido desde el 2012.




Iniciativas de NFV

e OPNFV (Open Platform NFV — Linux Foundation)
e OpenNFV (HP)
e NFV on OpenStack (Mirantis)




Beneficios de NFV

Reduce gastos de capital (HW).
— Infraestructura compartida / ciclo de vida mas corto

Reduce gastos operacionales.
— HW mas eficiente y uso de virtualizacion

Acelera el tiempo de despliegue (virtualizacion).
— POC (pruebas de concepto)
Da agilidad y flexibilidad (entrega pronta de servicios)



4. SDN en el Mundo
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Casos de Estudio

* Proyecto SDN de AmLight
e Integrado por:
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Casos de Estudio

e Red de “South Washington County Schools.”

» En una solucion de seguridad en redes wired y wireless, seleccionaron una
solucion de HP en menos de una hora usando el SW “HP Intelligent
Management Center (IMC) a 200 HP SDN-capable switches.

: Bitpipe (Mayo 2015) H%CC



Casos de Estudio

e Red de “Google County Schools.”

» Coleccion de switches pequeiios y baratos agrupados en un switch légico
mayor.

» Google usa “an internally written centralized software control stack” para
administrar miles de switches dentro del CD.

» En 10 ainos Google ha incrementado la capacidad de la red un solo CD en + de
100x.
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Casos de Estudio

e “Segment Routing (SR)”

>

YV V VYV V

Permite aplicar Ing. de trafico desde un punto central con SDN.
Usa OpenDaylLigtht

En NFV se esta hablando de “segment chaining”

Soportado en Cisco y Juniper.

ONOS tiene una implementacion.



Caso estudio: RIU / UNAM
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5.Temas Actuales y Futuros de
SDN



Consideraciones en Seguridad

e Articulo: "SDN Security Attack Vectors and
Hardening”

SDN Security Attack Vectors

Virtualized Application Services
‘. ‘ ‘ ‘ . ‘ ‘ ‘ SDN Layer
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Algunos temas actuales SD Y SDN
* SDN e IPvé6.
* Herramientas:
— “OpenFlow Traceroute” (SDNTrace)

 SDX (Sofware Defined Internet Exchanges)

 “Transport SDN” (OF con extensiones de Tx)

e SD-WAN (Software-defined WAN)

SDN vs. GMPLS =
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Algunos temas actuales SD Y SDN

e Cloud-Delivered SD -WAN

Making Everything Eas

.I'oCloud Special
Industry SD-WAN Resources

sOftware-Deﬁned

NETWORKComputing > SearchSDN MOVIIGPACEE Nt

“Enberprise WANS are ooty 8nd comipkEs b “BAore than justa burrsord, S0-WAN is “SOWAMN | can solve some
_ mansge S-WAN jschnology can help” already delivering benefits o early adopien.” r2al problems in Wite Area
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Dan Pitt, Open Networking
Foundation
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6. SDN e IPv6
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“Juntos pero no revueltos “

@ " OpenFlow IPv6

0..
&

Platica “SDN meets IPv6”
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Transicion a IPv6

SDN e IPv6

Con SDN

Sin SDN

en 20 segundos

en 20 anos



e Ver.1.2 (dic. 2011) — Se agrego el soporte de |Pv6:
— IPv6 flow label (EXT-36)

— IPv6 source address, destination address, protocol number,
traffic class, ICMPv6 type, ICMPv6 code and IPv6 neighbor
discovery header fields (EXT-1)

e Ver.1.3 (abril 2012)- Soporte del “IPv6 Extension
Header”:
— Un nuevo campo del encabezado OXM pseudo

e Ver.1.3.3 (sept 2013) — Aclaracion:
— “flow label is not maskable by default (EXT-101)." =




Ver.1.3.4 (marzo 2014) — Cambios :
— “Make IPv6 flow label maskable (EXT-101).”

“Flow Match Fields”:

OFPXMT_OFB_IPV6_SRC-26 /* IPv6 source address. */
OFPXMT_OFB_IPV6_DST - 27, /* IPv6 destination address. */
OFPXMT_OFB_IPV6_FLABEL - 28, /* IPv6 Flow Label */
OFPXMT_OFB_ICMPV6_TYPE - 29, /* ICMPV6 type. */
OFPXMT_OFB_ICMPV6_CODE - 30, /* ICMPV6 code. */
OFPXMT_OFB_IPV6_ND_SLL - 32, /* Source link-layer for ND. */
OFPXMT_OFB_IPV6_ND_TLL - 33, /* Target link-layer for ND. */
OFPXMT_OFB_IPV6_EXTHDR - 39, /* IPv6 Extension Header pseudo-field

*/

S
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IPv6 en OpenFlow

 OpenFlow Switch Specification v1.4.0

OXM OF IPV6 EXTHDR

/* Bit definitions for IPv6é Extension Header pseudo-field. */
enum ofp ipvéexthdr flags {

OFPIEH NONEXT =

OFPIEH ESP = 1
OFPIEH AUTH =
OFPIEH DEST =
OFPIEH FRAG =

OFFIEH ROUTER = 1 << 3,

OFPIEH _HOP = 1
OFFPIEH UNREE =

OFPIEH UNSEQ =
};

<< 1,
1 << 2,
1 << 3,
1 << 4,

<< 6,
1 << 7,

1 << 8,

1 << 0,

f*
qu"*
f*
f*
f*
f*
f*
‘il'i-
!*

"No next header" encountered. */
Encrypted Sec Payload header present. */
AButhentication header present. */

1l or 2 dest headers present. */
Fragment header present. */

Router header present. */

Hop-by-hop header present. */
Unexpected repeats encountered. */
Unexpected sequencing encountered. */

$:% 0
Ve CUDI
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Switches y Controladores con ver 1.3

* Arista 7280SE, 72805SE-64

» Big Switch Switch Light, Floodlight-plus, Indigo Agent, Indigo Virtual Switch (IVS),
LoxiGen

» Brocade MLXe, CER/CES, ICX, VDX, and VCS, Netlron XMR Series

* Centec V330 switch

* CPgD OpenFlow Switch

» HP Virtual Application Networks (VAN) SDN Controller, 50+ HP ProCurve switch models
* Infoblox FlowForwarding Erlang-Solutions LINC implementation

* NEC ProgrammableFlow PF6800 Controller, PF5240, PF5248, PF5820 switches

* NoviFlow switches (NoviSwitch)

* NOX & POX open source SDN controller

* OpenDaylight Hydrogen v1.0

* Pica8 SDN switches, P-3290, P-3295, P-3780, P3920 (OpenFlow v1.4 in PicOS 2.3+)
* Ryu (OpenFlow 1.0,1.2,1.3, & 1.4)

* Vello Systems VX1048 & VX3048

| ©20145CofEHogE All Rights Reserved. [ G000
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OpenFlow 1.3.1 “Flow Entry”
| Maefifiels  Proty | Cowers | Tmeous | Cooke | hswstons

l

Ingress FPort
FPhysical Input Port
= hletadata
Header Fizlds
Ether Sre
Ether dst
Ether type
WLAN 14
WLAMN prio
IF Src
IF D=t
IP Prota
IF TOS(DSCP
IF TOS (EC M)
TEP Sre Fort S TCFP D=t Port
UDF Src Port ! UDF D5t Port
SCTP Src Port f SCTP DstPort
ICWP Type ! ICHWP Code
Arp Opcode
Arp S P S Arp Dt [P
HAurp Ether Sre S Arp Ether Dst
IFwtS Sre f IPw D=t
1P Flowy Label
IChAF S Type £ ICMFWS Code
IFwts ML D=t address
IPwE WD S Link Layer
IFwS M D=t Link Layer
hFLE Label
MFPLS TC
MFLS BoS bit
FBE I-SIC

= Port

Tunnel ID (hietadata)
I Extension Header

= Per Flon

= Per Port

= Per Queue

= Per FI-:l.nJ Table

Active Entries
Facket Lockups
Fack et Mat:hes

Received Packets
Faceived Bytas
Cruration [ Seconds)
Cruration [ Mano Secs)

Received Packets
Traremitted Padiets
Received Bytes
Trarsmitted Bytes
Receive Drops
Traremit Drops
Receive Errars
Traremit Errars
Reaceive Frame Ermars
Reaceive Owerrun
Errars

Receive CRC Errors
Collizions

Cruration [ Seconds)
Cruration [ Mano Sed)

Trarsmit Fackets
Traremit Bytes
Trarsmit Chierrun
Errars

Cruration [ Seconds)
Cruration { Hano Secs)

|

* hleter =meter_id= — Diredt packet to spedfied meter

« Mpply-Actions =adioniz)= - Apply adion(s) immedistely
* Clear-Actions — Clear all actions in adion et
Write-hetadata =metadsta F'maszk = - Write masked
metadata to metadata field

*zoto-Table =nextdiable-id= - Next table in processing

« Ations:
. Output
AL
* COMTROLLER
= LOizAL
« TaBHLE
* IN_PORT
* MORMAL
* FLOOD
«  Setgqueus (Engueus)
Drop
Froup
Push Tag [ “LAM, MPLS, PBB
Fop Tag OVLAR, MPLS, PEB
Set Field
+  Allthe Header Fields specfied in Match
Fields
* SetTTLEMPLZTTL,IP TTL)
* Decrement TTL{MPLS TTL,IP TTL)
«  Copy TTL outwards
*  Copy TTL inwards
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Realidad del soporte IPv6

e “Completely missing in all evaluated cloud
orchestration products”.

Ejemplo: vCenter, vRemote, ILMI sobre IPv6, dificil “vCell IP
schema”
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7. Hechos pasados y proximos sobre
SDN




Eventos

e Congreso Mundial de SDN y OpenFlow. octubre 13-16, 2015.

Dusseldorf, Alemania.

NFV FORUM

& SDM & OpenFlow World Congress
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e FTW: International OpenFlow/SDN Testbeds marzo 2015

INTERNET.

MESTING

e “Workshop on Management Issues in SDN, SDI and NFV (IEEE MISSON)” Marzo 2015

e “IEEE Int’l| Workshop on Manageability and Security of Software Defined Network and
Network Function Virtualization (IEEE MASONS)” Agosto 2015
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Eventos Pasados

“Global Future Network and SDN Technology
Conference 2015” mayo 2015

Congreso de SDN del 2015
Symposium on SDN Research (SOSR) junio 2015, Santa Clara,

California, EUA
 SDN

SNV USA

&N

RLD SERIES

SOFTWARE DEFINED NETWORKING
& VIRTUALISATION SUMMIT




Eventos Pasados

“Open Network Linux: A Path to a Fully Open
Networking Stack “ enero 2015

“China Future Network Development and Innovation
Forum & Global SDN Open Networking Conference
2014 pic. 2014

“Open Networking Summit 2014”



Eventos Pasados

e Cumbre de “Open Networking”

%

DEFY PROTOCOL
EMBRACE {OPEN} SOFTWARE
OPEN NETWORKING SUMMIT 2015

June 14 -18, 2015 | Santa Clara, CA

#ONS2015
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Eventos Proximos

e Cumbre de “Open Networking”

1.9
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Eventos Proximos

Genl15 (Lifecycle Service Orchestration), SDN y NFV)

noviembre 2015, Dallas, Texas, EUA.

“Open Networking Summit 2016” marzo 2016. california, EUA.

Congreso de SDN del 2016



8. Noticias
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“ONOS Project, Linux Foundation partner for SDN
development”. 05/0ct./2015 (lightwaveonline)

“Cisco to open SDN framework to nonpartner
products”.05/0ct./2015 (techtarget)

“HP goes after Cisco, Arista with open source OS”.
05/0ct./2015 (networkworld)

“HP adds Pica8 to broaden use of Altoline SDN
switch”. 29/sep/2015 (techtarget)




e “Latest Brocade ODL controller, apps ease use of open
source in cloud”. 25/sep/2015 (techtarget)

“Open source router project administers Lithium”.
15/julio/2015 (networkworld)

e “OpenDaylight touts Lithium open SDN software

)
release 29/junio/2015

e “Carriers bet big on open SDN” 18/junio/2015 (searchsdn)

e “Research community looks to SDN to help distribute data
from the Large Hadron Collider” 26/mayo/2015 (networkwcﬂd)
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Noticias recientes

e “Internet2 Implements First Large-scale Deployment
of ONOS in Live Network” / “Internet2 deploys ONOS

SDN operating system” 16/junio/2015 (lightwaveonline) (5

instituciones)




“Huawei Launches World’s First Software-defined
Networking-based Agile Internet of Things Solution”
/21/mayo/2015 (iot.do)

“ONF: SDN portal will organize, unite solo open
source projects”. 16/marzo/2015 (searchsdn)

“Telefonica demos end-to-end NFV”. . 9/marzo0/2015

(lightwaveonline)

“SDN test issues a virtual certainty ”. 29/enero/2015
(lightwaveonline)




Noticias semi-recientes

“Openness key to latest HP Ethernet switch line”.
19/feb./2015 (searchnetworking)

“Brocade offering free SDN for one year”. 5 enero
20/2015 (Networkworld y Brocade community)




e Los protocolos por si mismos madurando estan
constantemente.

e No asi el soporte completo de SDN en cada
equipo de los diferentes fabricantes.

e Se requiere estar listo en 3 aspectos:

— Capacitacion (Humanware).
— Soporte en Hardware.

— Soporte mas completo en Software (contenido vy
aplicaciones) =
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 http://www.opennetsummit.org

e http://mininet.org

 http://www.estinet.com
 http://www.openstack.org/
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e http://onlab.us
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