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Many Definitions 

•  Openflow 
•  Controller 
•  Openstack 
•  Overlays 
•  Network virtualization 
•  Automation 
•  APIs 
•  Application oriented 
•  Virtual Services 
•  Open vSwitch 
•  … 
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IS THE NETWORK READY? 

Operational 
Simplicity 

Agility 
Business 

Value 

Cloud Video Mobility Data Deluge 
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Preserve What’s Working Evolve for Emerging Requirements 

 

Evolve the Network for the Next Wave of Application Requirements 

• Resiliency 
• Scale 
• Rich feature-set 

• Operational Simplicity 
• Programmability 
• Application aware + 
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Private Cloud 
Automation 

Research/ 
Academia 

§ Research 
OpenFlow/SDN     
components for   
production 
networks 

Massively Scalable 
Data Center 

§ Customize with 
Programmatic 
APIs to provide 
deep insight into 
network traffic 
   
 

Service Providers 

§  Policy-based 
control and 
analytics to 
optimize and 
monetize  
service delivery 

Enterprise 

§  Virtual workloads, 
VDI, Orchestration 
of security profiles 

 
 

Cloud 

§  Automated  
provisioning and 
programmable 
overlay, 
OpenStack 

Diverse Programmability and Automation Requirements Across Segments   

Scalable  
Multi-Tenancy 

Network Flow 
Management 

Network 
 “Slicing” 

Agile Service 
Delivery 
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What Is Software Defined Network (SDN)? 

“…In the SDN architecture, the control and data 
planes are decoupled, network intelligence and state 
are logically centralized, and the underlying network 
infrastructure is abstracted from the applications…” 

Source: www.opennetworking.org 

Note: SDN is not mandatory for network programmability nor 
automation 
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Control and Data Plane resides within Physical Device 
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Control and Data Plane resides within Physical Device 
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Control Plane and Data Plane 
Two fundamental terms to begin understanding the concepts around SDN 

In other words… 
 

In the SDN paradigm, not all 
processing happens inside the 

same device 
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Stanford University – Clean Slate Project 
 

“…explore what kind of Internet we would design if we were to start with a 
clean slate and 20-30 years of hindsight.” 

http://cleanslate.stanford.edu/ 
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… Clean Slate led to the development of… 
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What Is Software Defined Network (SDN)? 

“…In the SDN architecture, the control and data 
planes are decoupled, network intelligence and state 
are logically centralized, and the underlying network 
infrastructure is abstracted from the applications…” 

Source: www.opennetworking.org 

What Is OpenFlow? 

Open protocol that specifies interactions between 
de-coupled control and data planes 

Note: OF is not mandatory for SDN 
Note: North-bound Controller APIs are vendor-specific 

Note: SDN is not mandatory for network programmability nor 
automation 
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Four parts 
to Openflow 
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Central Administration 
and Operations 

point for 
Network Elements 

Openflow Controller 
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Openflow Controller | Northbound API 

Northbound API 
Integral part of Controller 

 
“Network enabled” application can 

make use of Northbound API to 
request services from the 

network… 
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Openflow Device Agent 

Agent runs on the network 
device 

 
Agent receives 

instructions from 
Controller 

 
Agent programs device 

tables 
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Openflow Protocol 

Openflow Protocol is… 
 

“A mechanism for the 
Openflow Controller to 

communicate with Openflow 
Agents…” 
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Openflow does not equal SDN 

Openflow 

Software 
Defined 

Networking 

Openflow is one flavor of SDN 
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“Our goal is to enable experiments to take 
place in an existing production network 

alongside regular traffic and applications. 
Therefore, to win the confidence of network 
administrators, OpenFlow-enabled switches 

must isolate experimental traffic (processed by 
the Flow Table) from production traffic that is to 

be processed by the normal Layer 2 
and Layer 3 pipeline of the switch." 

 http://www.openflow.org/documents/openflow-wp-latest.pdf 
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What Is Software Defined Network (SDN)? 

“…In the SDN architecture, the control and data 
planes are decoupled, network intelligence and state 
are logically centralized, and the underlying network 
infrastructure is abstracted from the applications…” 

Source: www.opennetworking.org 

What is OpenStack? 

Opensource software for building public  
and private Clouds; includes Compute (Nova), 
Networking (Quantum) and Storage (Swift) 
services. 

Source: www.openstack.org 

What is OpenDaylight 

An Open source Project under the Linux foundation 
to develop community led SDN solutions 

What Is OpenFlow? 

Open protocol that specifies interactions between 
de-coupled control and data planes 

Note: OF is not mandatory for SDN 
Note: North-bound Controller APIs are vendor-specific 

Note: Applicable to SDN and non-SDN networks Note: Applicable to SDN and non-SDN networks 

Note: SDN is not mandatory for network programmability nor 
automation 



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21 

Initiatives:  
Quantum (Folsom release)  
Donabe 

Overlay Working Groups:  
NVO3, L2VPN, TRILL, L3VPN, LISP, PWE3 
API Working Groups/BOFs 
NETCONF, ALTO, CDNI, XMPP, SDNP, I2AEX 
Controller Working Groups:  
PCE, FORCES 
Protocol Working Groups: 
IDR, IS-IS, OSPF, MPLS, CCAMP, BFD 
New working group:  
I2RS – Interface to the Routing System 

Technical Advisory  
Group, Working Groups: 

Config, Extensibility, 
Futures/FPMOD/OF2.0 

ETSI SGI on “Network 
Function Virtualization” 

Open Source Cloud 
Computing project 

802.1 Overlay Networking Projects 
 SDN WG 

Open Network Research 
Center at Stanford University 
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Eg: OpenFlow Approach 
Applications 

APIs 

Controller 

Simpler Provisioning, Topology Abstraction 

OpenFlow  
Protocol 

Data Plane 

OpenFlow 
Configuration Protocol 

“Northbound Interface” 

“Southbound Interface” 
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Control Plane 

Data Plane 

Controller 

Data Plane 

Applications 

Vendor-
specific APIs 

OpenFlow, 
PCEP, 
I2RS 

2a Pure SDN 

Vendor 
Specific 
(e.g. onePK) 

Controller 

Data Plane 

Applications 

Vendor-
specific APIs 

OpenFlow, 
PCEP, 
I2RS 

Control Plane 

2b Hybrid SDN 

Applications 

Virtual Switch 
 Overlays 

Overlay 
Protocols 
(e.g. VXLAN) 

Vendor-
specific APIs 

3 Overlays Networks 

Control Plane 

 
Data Plane 

Overlays 

Vendor-
specific APIs 

Applications 

1 Programmable APIs 

Control Plane 

Data Plane 

Vendor 
Specific 
(e.g. onePK) 

Vendor 
Specific 
(e.g. onePK) 

Openstack and Network Overlays Apply to All Models (Physical/Virtual) 
Custom Features Can Be Built 

CLI,  
SNMP,  
Netflow, 
… 

Applications 
(Network Mgmt, 
Monitoring, …) 
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Physical Devices and 
Physical Connections 

You start with a 
Physical Switch 

Network 
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Then you add an 
overlay 

Overlay provides 
base for logical 

network 
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Logical “switch” 
devices overlay the 

physical network 

Underlying physical 
network carries data 

traffic for overlay network 

They define their own 
topology 
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Multiple “overlay” 
networks can co-exist 

at the same time 

Overlays provides logical 
network constructs for 

different tenants (customers) 
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Main Benefit of Overlays? 
 

Overlay Network can be created and torn down without 
changing underlying physical network 
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Quantum is used to help 
manage the overlay 

(virtual) networks 
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z 

Flexibility in Deriving Abstractions 

Forwarding Plane 

Control Plane 

Network Services 

Management and Orchestration 

Transport 

Network Elements and Abstraction 

Analysis and Monitoring, Performance and Security 

OpenFlow/ 
SDN 

Application Developer Environment 

Harvest  
Network 

Intelligence 

Program for 
Optimized 
Experience 

Open 
Network 

Environment 
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a 

Bringing the Network Closer To Applications 
Hardware + Software Physical + Virtual Network + Compute 

Platform 
APIs 

Controllers  
and Agents 

Integrated 
Network  
Overlays 

Applications 

www.cisco.com/go/one 
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Policy 
(Application + Network + Security) 

Services 
Orchestration Analytics 

Applications 

Network 

Workflow and Intent 

Programmability 

Network 
Intelligence, 
Guidance 

Statistics, States, 
Objects  and Events 

Harvest Network 
Intelligence and Security 

Program for Optimized 
Experience 
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Apps 

Controller 

OpenFlow 
Device 

Device w/ 
OpenFlow 

Device 

Apps Apps 

APIs 

Network Network 

Physical  
and 
Virtual 

Integrated Network  
Overlays 

Other 
Agents 

The Power of “AND” 
“SDN” 
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OnePK = One Programmable Kit 

“Allows an external application to access, extend or 
customize the software capabilities of Cisco’s routers 

and switches via API’s…”  

O
ne

P
K
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The Promise of onePK 

Any Cisco 
Router or 

Switch 

Applications 
That YOU 

Create 

onePK 

Flexible development environment to: 
•  Innovate 

•  Extend 

•  Automate 

•  Customize 

•  Enhance 

•  Modify 
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O
ne

P
K

 
P

hysical D
evice 

Start with the physical switch or router 

Hardware Silicon 
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O
ne

P
K

 
P

hysical D
evice 

Then add the device OS 

Hardware Silicon 

IOS-XE | NX-OS | IOS-XR 
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O
ne

P
K

 
P

hysical D
evice 

OnePK sits on top of the OS 

Hardware Silicon 

IOS-XE | NX-OS | IOS-XR 

Cisco OnePK API’s 
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O
ne

P
K

 

Hardware Silicon 

IOS-XE | NX-OS | IOS-XR 

Cisco OnePK API’s 

Applications 

P
hysical D

evice 
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Applications could be… 
Off the Shelf (3rd Party) or Homegrown 

CISCO ROUTER | SWITCH 

IOS-XE | NX-OS | IOS-XR 

OnePK 

ONEPK  APPLICATION 

i.e. someone is going to have to write them 
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•  Establishing Rich Ecosystem of 
Development Partners 

•  Tools to Help Write and Test Code 

• Developer service set to help 
troubleshoot code 

•  Training Videos, sample code 
• Discussion Forums http://developer.cisco.com/web/onepk 
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Use-case Driven Approach 

  A
B

IL
IT

Y 
TO

 S
PA

N
 L

AY
ER

S 

§  Packet classifiers 
§  Marking 
§  Copy/Punt Inject 
§  Statistics 

Quantum API 
§  Interface descriptions  
§  L2 network provisioning 
§  L3 and IP Addr. Mgmt. - coming 

RICHNESS OF FEATURES 

Element 
§  Element Capabilities 
§  Configuration 

Management 
§  Interface/Ports 

Events 
§  Location Information 

Utilities 
§  Syslog Events and 

Queries 
§  AAA Interface 
§  Netflow Events 
§  DHCP Events 

Discovery 
§  Network Element 

Discovery 
§  Service Discovery 
§  Topology Discovery 

Developer 
§  Debug Capabilities 
§  Tracing Interfaces 
§  Management 

Extensions 

Policy 
§  Interface Policy 
§  Interface Feature 

Policy 
§  Forwarding 

Policy 
§  Flow Action 

Policy 

Routing 
§  Protocol 

Change 
Events 

§  RIB Table 
Queries 

Developer portal 

Apps   

Training & Certification 
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Yes,… it is true 
We are building a Controller 
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Industry’s Most Extensible Controller 

REST 

Core Functionality 

Cisco Advanced Functions 

Northbound: Published open APIs with 
more to follow 

More Southbound interfaces to follow 

Cisco Apps Customer Apps ISV Apps 

Scale-out architecture  

Highly Available 

Consistent management, troubleshooting and 
security 

Modular functionality via Java Framework 

Ex. Network Slicing 

Ex. Low Latency Routing, Network Tap 

Network 
Infrastructure 

OSGI 
More 

Coming 

onePK OpenFlow More 
Coming 

Open Src Apps 
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Southbound API OnePK Openflow1.x 

Service Abstraction Layer 

Forwarding Rules 
Manager 

Physical | Logical Topology 
Manager Device Manager 

Dijkstra SPF L3 Interface Host Tracker ARP Handler 

HA Authentication 

Troubleshooting 

Flow Manager Slice Manager 

Topology Independent Forwarding (TIF) 

Cisco | Customer | 3rd Party Network Applications 

Northbound API OSGI REST API 

Network Devices 

Infrastructure 
(Core) 

Controller 
Applications 

JAVA 
Bundle 



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 46 

Two methods for running the O/F Agent 

Router |Switch 

IOS-XE | NX-OS | IOS-
XR 

Openflow Agent 

Proof of Concept (POC) Agents 

Router |Switch 

IOS-XE | NX-OS | IOS-
XR 

OnePK 

Openflow Agent 

(FCS) Final Shipping 
Agents 

You will see two types of agents in the coming months 
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Adaptive Architecture Optimizes Resource Utilization  

Monetize Via Real-time Network Adaptation and Maintain SLA 

Home Content and Application  
Provider 

onePK  

Request for Video Content 

HD video 

POLICY 

Service Provider 
Network 

Adapt to Meet SLA 

ANALYTICS 



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 48 

Cisco Open Network Environment

Software 
Defined 
Network 

Open 
Flow 
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http://www.cisco.com/go/one  

Cisco ONE Knowledge Portal 

Cisco ONE Newsroom portal 



Thank you. 
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Features 

•  Dynamic network partitioning 
from “one pane of glass” 

•  Flowspec policy enforcement 
•  Production worthy slice isolation 
•  Seamless integration with 

custom forwarding 
•  No flowvisor required 

Consistent policy management for maximum flexibility and Innovation  

Slice #1 
Slice #2 

Slice #3 
Cisco ONE Controller 

Includes  
Network Slicing  

CONFIDENTIAL 
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Scalable Multi-tenant Cloud Infrastructures – foundation for Secure Hybrid cloud 

Nexus 1000V 

OpenStack  
Quantum API REST API 

 
Any Hypervisor 

 

Tenant 1 

Virtual Services 

vWAAS 

VSG ASA 1KV 

Tenant 3 

ASA 55xx 

Physical 
Workloads 

Physical 
(VLAN) 
Network 

VXLAN  
Gateway 

Secure Consistent Experience Across Physical and Virtual Environments 

Virtual 
Workloads 

Tenant 2 

Nexus 1000V 
enhancements 

• Multi-hypervisor: 
VMware, Microsoft, 

   Citrix, RedHat 
•  OpenStack/REST API 
•  VXLAN Gateway 

VXLAN, vPath 


