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...y las cosas no estan mas faciles en esta era del trabajo desde




El Dilema actual: Visibilidad y Control

Nos enfrentamos a interrupciones, riesgos y costos in-crescendo

Capacidad
para
entregar
una
experiencia
de trabajo
resiliente y
efectiva.
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Alta visibilidad
y control

HQ

Baja
visibilidad
y control

Visibilidad & Control

" Robert Half Technology, Wasted Workday: Employees Lose Over Two Weeks Each Year Due to
IT-Related Issues

2 Vanson Bourne, The New Digital Workplace: Employee Experiences with
Universal Remote Working Since COVID, 2020

2 horas a la semana de tiempo productivo por empleado
se esta perdiendo por interrupciones. !
Recupere esas horas productivas con Absolute.

55% de los tickets de mesa de ayuda hoy estan
relacionados con los dispositivos de usuario final.2
Reduzca esos tiquetes con Absolute.

$25 millones de ddlares es el costo promedio de las
interrupciones en la tecnologia movil en una compafhia
promedio de 10,000 personas en USA.3

Minimice esos costos con Absolute.

$3.86 millones fue el costo promedio de los data breach
corporativos en 2020.4

Asegure que su seguridad de red y de dispositivo
esta operando correctamente, con Absolute.

3 Vanson Bourne, The Experience 2020 Report: Digital Employee Experience
Today, 2020 | 4
4 IBM, Cost of a Data Breach Report, 2020



Mision

Hacer del trabajo remoto, desde
cualquier parte, un trabajo confiable que
se pueda lograr con la maxima seguridad

sin comprometer la productividad.
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Esto es/ABSOLUTE’

When Insights Matters

Active on

13.6m

endpoints

ﬂk- ' 240 unique

B ‘ ' endpoint data points
" . officesin4 =
M Nasdaq | A countries A \._ Bon &
§ A
y ~
\ 700 174 unique

employees network data points

~17k

customers in

S GO ES 500m- - 300M monthly
endpoints application health
1 70+ sScans

28 T

PC OEMs

Present on
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Asegurando Maxima Seguridad
Sin comprometer Productividac

SECURE ENDFPOINT SECURE

Seguridad moderna <& . L La unica solucion
que fortalice de una Ny . ZTNA que optimiza
manera unica sus g el desempeiio de la
defensas, reduce el NS - red, potenciada por
riesgo y 7 NS : una mayor rigueza
automaticamente, . de datos
mantiene saludable |
su stack de
seguridad.
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¢QUE NOS HACE
UNICOS?

Tecnologia Persistence® IMBORRABLE,
AUTOCURATIVA E IMPENETRABLE incorporada
desde la fabrica en el firmware de la mayoria de
los dispositivos.

Al activar Persistence obtiene:

e Control absoluto y visibilidad completa de
todos sus dispositivos.

* Consola basada en la nube, para mantener el
control, investigar amenazas, y responder ante
incidentes.

* Informacion actualizada en tiempo real.

Aplicacion de medidas de seguridad remota.

ABSOLUTE
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Absolute — Secure EndPoint
La unica plataforma de defensa indeleble en 500 M+ Dispositivos

Embebido en el firmware de fabrica desde 2005, hoy en dia lo
incluyen 28 PC OEMs

500M+ Dispositivos

Facilmente activable en desktops,

laptops, MacOS, Chromebooks

A

~ Una conexion indeleble e irrompible desde el HW B .
;) asegura visibilidad del endpoint, inteligencia y =
resiliencia 18 :iBE WL isibility

Basado en la nube
No se requiere infraestructura

Visibilidad unica desde la BIOS

Control

*+—=1\ Gestion de dispositivos desde la BIOS
220/ habilitando congelados, borrados, ubicacion y control
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Absolute Ecosystem

LINIX B Microsoft
Panasonic
Persistence, es una © Prestigi
’ Qio
tecnologia patentada @
: XPLORE
embebida en 500+ - T e
. otion o
millones PCs que ofrece < — FUJITSU
una conexion permanente /” TOSHIBA y=r=
dando visibilidad y control, \-. PC.rort
y la capacidad de resistir "\ Getac = -
. , . forlandia
cualquier ataque, T4 |/jntel a
retornando a su &< amvgTECH Lenovo.
estado original acer
de seguridad y eficacia. Firmware /;j _ D
Partners Phom. ﬁlnsyde' = Me;g:;gr?cg
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Absolute | Como funciona la persistencia

Visibilidad y Control completamente confiable, basada en el Firmware

+25 OEMs

FIGURE 4: Absolute Persistence technology architecture
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/A Absolute App

Applications

Pre-Boot Apps EFl Enabled OS
Non-EFI Apps
UEFI

EFI Driver

EFI Driver

Absolute DXE

EFI Driver

EFI Driver

CsSM

(DXE)

Pre-EFl Initialization (PEI)
CPU Modules Chipset Modules

Hardware
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Network Topology

A Absolute Data Center
/i Network Topology Diagram
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Postura de Seguridad

Reporte la postura de
seguridad critica de todos los
dispositivos.

Encryption Status - Executives Encryption Status - Employees Application Health

Sea proactivido en elementos
criticos contra el Malware pe—

como la encripcion de sus = ¢
dispositivos y la salud de sus

89 6 4 1o <1t
aplicaciones en el dispositivo Bl I I I HB=m!

Monitoree el status de sus Makes and Models
herramientas de seguridad
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Geolocalizacion

Localice los dispostivos sin
GPS usando Wifi-Triangulation

Defina fronteras geograficas o
geocercas para identificar
riesgos en el movimiento de
sus dispositivos.

Controle 365 dias del
movimiento de sus dispositivos

/ABSOLUTE’
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Congelamiento de dispositivos

Proteja sus dispositivos
fuera de control

Settings

Congele dispositivos perdidos
o robados, configure timers
que automaticamente
bloqueen un dispositivo en

caso de desconexion por
mucho tiempo.

/ABSOLUTE’

Request Device Freeze

A

1. Request Authorization Code

2. Device Freeze Request Name

3. Select Devices

4. Select a Message
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Borrado de dispositivos

Gane confianza y garantice
cumplimiento de estandares
de seguridad en dispositivos
que salen de la organizacion.

Selectivamente borre los datos
de dispositivos en riesgo o

ejecute borrados de fin del
ciclo de vida de un dispositivo
y genere certificados de
cumplimiento.

/ABSOLUTE’

Settings

Request Date Delete

A

1. Request Authorization Code

2. Name and Reason

3. Select Devices

/16



Absolute Reach

PowerShell & BASH Scripting

Conexion unica y Segura a cada Iy scministrtion
dispositivo Y .

Garantia de envio y ejecucion de

scripts en el dispositivo, aun si esta o e <>---- L]

fuera de red.
No se requiere infraestructura

Script package submitted to devices. See Event History report for
details.

Close

adicional

Corra los scripts en uno o varios
dispositivos, basado en criterios de
seleccion.

Libreria preconstruida por Absolute,
disponible para nuestros clientes.

Arme sus propios scripts y automatice
tareas repetitivas de administracion
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Persistencia de Aplicaciones

Valide el status y automaticamente A ke rerlse el e Ple ]
repare aplicaciones de su stack de =« %

Application Persistence Summary Application Persistence Device Ranking ®

seguridad. . A
Persista cualquier app de su gy 3 g7 e 420 &= 331 T

Application Total iance 100 tifier Total  Repairs and Reinstalls

portafolio — incluyendo custom —

Microsoft® SCCM

455 d 74
a pps I Applications [e-][n~][B-][a~ ][0 ]
inMaglc SecureBoct™

Dashboard  Persistence  Reports  Software Catalog

tvanu® Patch far Windows

Protejase contra la corrupcion de et © L PR —— .

@ Cisco AnyConnect® Secure Moblll...
VPN

. .
aplicaciones - -
@ ESET® Endpolnt Antlvirus For e

o

@ F50BIG-1P® Edge Client®
ven

Asegurese que las aplicaciones y
versiones correctas estan en
todos los dispositivos

Action

DOE
Persistence - deactivated

Application version - 4.4.%
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Absolute | Application Persistence Ecosystem

Endpoint Protection
Next-Gen Endpoint Security (AV/AM)
Endpoint Detection and Response

A
N vmware s ; o p oe,
| ,\‘ST‘RIKE SR (@) TREND  (V/symantec. @@ tofpeed  Zziften soPHOS ) Sentinelone #BlackBerry.

U McAfee 4%y paloalto’ EJERAMIND ymware LREkiaded & Microsoft 4 sparkcognition

EDR
(EDR) ®Malwarebytes  TrelliX
= =

i . . P : : LA s
Endpoint Management CITRIX' ~ semlenter  jvantl & ManageEngine) Kaseya RAPID}
Unified Endpoint Management (UEM) Workspace ONE
Vulnerability and Patch Management l§| BeyondTrust c TANIUM BE ?« UTOPIC
Remote Desktop Management smart m= Microsoft &g =50
Network Security @ afren]n 2 ,

’» paloalto Ca

Virtual Private Network (VPN) cisco. Pt FRATINET

Cloud Access Security Broker (CASB)
Zero Trust Network Access (ZTNA)

. N B
NETMOTION (:zscalef ne ts |<O p @ .. Ecﬁ!cgsgam

Data Protection

2 Siocker 4
Full Disk and File Encryption WINMAGIC ggzgﬁ%taﬁng rorcepoint V'symantec. [J McAfee
Data Loss Prevention (DLP)
Others ~ F
Lenovo. @ Qualys.  (&Priurilock Nessus  tee  EWINMAGIC
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Endpoint Data Discovery

Ayude a sus usuarios a

mantener responsabilidad TR
sobre los datos y a cumplir con < e N
las politicas de manejo de : R b
informacién sensible o _ e eres
confidencial. ' R s
|[dentifiqgue informacién en — &= S e
riesgo residiendo en los = || onemotvevie
dispositivos 3 :
Remotamente borre archivos
especificos o ejecute un
borrado seguro de sus
dispositivos.

1 vam ot wreny | @

v ignored files \
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Integraciones

Accese datos y tome acciones
seguras sobre los dispositivos
desde otras aplicaciones, via
exportacion de archivos o via
API.

SEervicenow se

Conexion a través de una
interface SIEM para control de

eventos en los dispositivos .

Connection  Absolute Connection

Credentials  Absolute Connect AP Credentials

Update | | Delete

Modulo de integracion directa B
con ServiceNow
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Preguntas ?
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Absolute
Secure Access

Seguridad Zero Trust enfocada en la red y en la nube
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Zero Trust Network Access

Ga rtne ra “Productos y servicios que crean un limite de acceso l6gico basado en la

identidad y el contexto desde el cual se genera la conexion. Las aplicaciones y
los recursos estan ocultos del descubrimiento y el acceso esta restringido a
tfravés de un agente de confianza minimizando el movimiento lateral a ofras
partes de la red. ZTNA elimina la confianza implicita excesiva que a menudo
acompana a otras formas de acceso a las aplicaciones, como la VPN tradicional”

/ABSOLUTE



The remote access journey

“NetMotion by Absolute, gives businesses a
software-defined perimeter solution that can
grow with them as they evolve toward zero trust

situations.”

il

Full VPN VPN & ZTNA Full ZTNA
Tunnel everything Tunnel partially Tunnel rarely
Primarily on-premise Blend of cloud and on- Primarily cloud

prem

/ABSOLUTE’



The Absolute Secure Access Solution

ABSOLUTE SECURE ACCESS PLATFORM

Zero-Trust Network Access (ZTNA) ABSOLUTE INSIGHTS FOR NETWORK ABSOLUTE VPN
o g "a £ o
= Lg + 0]
* Real-time risk assessments * Unique & rich digital experience data * High performance mobile VPN
e  Conditional access policy to safeguard * Diagnostic engine to identify distributed * Software-based, enabling rapid scaling and
enterprise resources worker’s issues flexible deployments
* Deep visibility and intelligent controls to *  Customizable dashboards with analytics and e Patented network optimizations and resiliency
protect users remediation tools technologies
Optimized performance, with a zero-trust Complete visibility of remote devices Context-aware policy enforcement for all
security posture and employee experience endpoints on any network

Architecture

Gateway Client Administration

/ABSOLUTE Proprietary & Confidential | All Rights Res{argeg |

10
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ABSOLUTE ZTNA

Context-aware protection for both your remote workers and your enterprise resources

« Full visibility of device activity outside the corporate «  Continuous risk assessments for every single device in
perimeter, from network status and application usage to your fleet, using location, configuration, destination and
categorization and risk profile of online activity. dozens of other data points to power access policies.

» Conditional access to any online destination, with or »  Protect your enterprise resources by restricting
without use of the VPN unsanctioned access, no matter where they are hosted

analyzing...

* user

Office 365

= device

* time of day
Anette’s iPhone * location

* network

Enterprise resources * application
. Applications

= 100s more...

Connected @
Office 365




ABSOLUTE ZTNA |
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destination /

\
— .\
o network
application '

analyzing...

risk y R 7 J
\x. 2 \

user \ /

device
time of day
7 = M-

\

connection 100s more...

@ Connected

How It Works

Anette’s iPhone

Enterprise resources

v

Non-enterprise apps




Zero Trust Network Access

ENDPOINT
CONTROLLER

/

(N

POLICY ORCHESTRATION
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Beyond ZTNA

SAAS

Anette's iPhone

Enterprise resources

time of day

Non-enterprise apps

N—-
o ﬁ---fI::::::: N]

SECURE GATEWAY
ON-PREMISE / PRIVATE CLOUD

/ABSOLUTE’

ENDPOINT
CONTROLLER

POLICY ORCHESTRATION
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ABSOLUTE VPN | Remote access

The only VPN on the market built specifically with Employee Experience in mind

Actively improves the employee experience
Unbreakable connectivity

Tunnel and session persistence

Video and audio optimizations

2 = g
€ W =n

e X Jll 4G 5G
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ABSOLUTE Optimized SECURE Tunnel

QoS LINK LAYER OPTIMIZATION
AUDIO + VIDEO OPTIMIZATIONS

e
el —_

TRAFFIC ACCELERATION

SEAMLESS ROAMING

IMAGE OPTIMIZATION

TUNNEL PERSISTENCE

DATA COMPRESSION APP PRIORITIZATION

TRAFFIC SHAPING

Content restrictions Content priority
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ABSOLUTE
INSIGHTS FOR
NETWORK




NetMotion Experience Monitoring

Complete visibility of remote workers, with the deepest

and most detailed analytics available for enterprise
mobility

/ABSOLUTE’

Diagnostics on device, connectivity and network issues
to empower helpdesk teams

Rich analytics on network performance outside the
corporate perimeter, from cellular to public WiFi

Realtime geolocation dashboards

Reputation and categorization of domains visited by
remote workers




Mobile IQ Dashboards

Default Dashboards N mrono™

MOBILEIQ

* Performance
Home Performan Threat Defense » Cost Control =
* Threat Defense ke : s
 Cost Control
* Inventory
[ ]
SyStem :?m:mg lost for more than 5 Failures - 48 Device was unable to
5 make a network
connection for 5min or
1 5 4 more
I i —
_ I I “ I III — S b . A diagnostic report
e | 0 | | il if i n i failure indicates one of
ll.‘::":'lap_-“.l 400FM B0 PM 1:";:.‘;’;::‘ 4:00 AM .00 AM a Variety Of networking
s issue

. Cellular connect failure
occurs when a cellular
adapter attempts to
connect, but fails

Fallures - 48

Top failures by user Fallures by platform

Wi-Fi connect failure
occurs when a Wi-Fi
adapter attempts to
connect, but fails
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Network Health
Network connectivity issues detected and reported by Mobility. "Connections persisted" are networking issues mitigated by Mobility.
Time: Refresh interval:

Month to date - None - Hide Filters

Last updated: 08/08/2022 - 15:36:24

Connections persisted Connections persisted (counts by device) Network failures Network failure types

S3_Pro..00164
’ 5M-G9..443641 ,
s WiFi ..t failure .
(o]

iPhone
£ <Imago iPhone 00621

Networ.. inutes
‘SM-G9..A4COF
Trends

Trends

SM-N9. 72C181
—) ool il sl —’ Cellular ..t failure
0 02iPhone 0
(] 500 1,000 1,500 2,000 2,500 3,000 1,000 2,000 3,000 4,000
Last hour Last hour
77!717}7[7:
Mobility disconnects Disconnect reasons Failed network diagnostic reports Failed reports - probable root causes
Count Count
1 363 +  Reason # 3 539 Probable Root Cause * =
’ 1 248  Manual disconnect , 1 HTTP send request failed. 1462
2 183 Authentication failed 2 https://bwtestserver.netmotiondemo.com 630
3 165 Client-side disconnect. 3 ftp connection to upload server 322
Trends et 50 S Trends ey 7 :
4 86 Reconnection initiated by the mobility 4 S: drive is unavailable 298
administrator.
-) -) 5 Mobility is using an alternate network 189
0 5 66 Client established new connection from 0 interface.
o same device
LasuhoLr Fasshour 6 Web server responded but ping had data 130
6 64 Authentication mode or protocol is loss.

invalid. contact the mobility

/ABSOLUTE ~ /ABSOLUTE



ABSOLUTE SECURE
ACCESS — HOW IT
WORKS




Mobility Architecture

Mobility Server
The Mobility server runs on
Windows Server 2016 or 2019.
It manages network connections for mobile devices,
and is the VPN termination point for all client
connections.

Warehouse
The Warehouse runs on Server 2016 or 2019 and is a
directory that serves as the settings and management
backbone for a Mobility server or pool of servers

Publisher and Reputation Service
The Publisher runs on Server 2016 or Windows Server
2019 and sends the data it gathers from mobile
devices—running on Windows, macOS, iOS, or
Android—to publisher targets that support syslog data
sources, such as NetMotion Mobile 1Q.

Mobility Clients

Enables mobile devices—running Windows, OS X,
iPhone, iPad, or Android—to intercept all TCP/IP
network activity and relay it to a Mobility server using
the Mobility RPC protocol. It allows client-side
application sessions to remain active when the device
loses contact with the network. It also gathers data
from the devices.

/ABSOLUTE’
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How It Works

Protect the Enterprise

ZERO TRUST ACCESS (DARK RESOURCES) 15} éoi @

. Conditional access for a 1-1 connection betweenthe
user and the resource, preventing intruders

* NetMotion can be installed on-premises, with a variety of
hardware options

» |t can also be deployed in the private cloud, such asin
Azure, AWS or Google Cloud.

| =.
»  Customers can also take advantage of a hosted option to @ O
adopt NetMotion as a service
/ABSOLUTE



Preguntas ?
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